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COURSE 1
Applied Al & Machine Learning (6 Months)

. Python, Data Structures, Git & Linux Basics

Python for ML

Data structures

Linux commands
Git/GitHub workflow

. Data Analytics & Bl Tools

Pandas, Numpy

Power BI dashboards

SQL for analytics

Case studies: Manufacturing Bl, Sales analytics, Customer churn

. Machine Learning Foundations

Regression, Classification, Clustering

Hyperparameter tuning

Ensemble learning

Case studies: Predictive maintenance, quality inspection

. Deep Learning

ANN, CNN, RNN
Autoencoders
GPU acceleration

. NLP (Natural Language Processing)

Tokenization, word embeddings
NER, Sentiment Analysis
Chatbot development

Tools: HuggingFace, SpaCy

. Computer Vision

Object detection (YOLO)
Segmentation

OCR

Industrial CV workflows

. Generative Al (GenAl)

Prompt Engineering

LLM Fine-tuning (LLaMA, Gemma)
RAG Pipelines

Image/Video generation

Minor Projects (Any 2)

1.
2.
3.
4.

Al-Powered Attendance System (CV)

Sentiment Analyzer for Customer Feedback (NLP)

Automated Sales Dashboard with Anomaly Detection (Analytics)
Phishing URL Detector (Cybersecurity + ML)

Major Project
Production Rejection Detection System (Camera Vision + ML)
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COURSE 2

Robotics, Automation, Computer Vision & Cybersecurity for Automation
(6 Months)

. Robotics Fundamentals
Robotics kinematics
Sensors, actuators
PLC basics
ROS fundamentals

. Robot Programming & Industrial Integration
Robotic arm programming
Pick-and-place routines
Vision-guided robotics

. Camera Vision for Automation
Real-time detection
Obiject tracking (DeepSort)
Quality inspection

. Edge Al
Jetson Nano / Raspberry Pi
Optimizing CV models

. GenAl for Robotics
Voice control
Autonomous agent behavior

. OT Cybersecurity (New Module)
Securing robotic systems
SCADA/PLC vulnerabilities
Industrial protocols (Modbus, OPC-UA)
Cyberattack simulations (Demo)

Minor Projects (Any 2)

1
2
3

. Line-following robot with CV
. Real-time defect detection camera module
. Robot arm with secure PLC communication

Major Project

P

ick-and-place robotic arm with secure camera vision pipeline

(Defect detection + OT security layer)
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COURSE 3
Data Engineering& Al Analytics for Data Pipelines (6 Months)

Python + SQL + ETL

Warehousing (Snowflake / BigQuery)
Airflow, DBT pipelines

Big Data (Spark, Hadoop — optional)
Bl dashboards

GenAl for Bl automation

Minor Projects (Any 2)

1. Bl dashboard with anomaly detection
2. Secure ETL pipeline with logging

3. GenAl-powered MIS report generator

Major Project
Al-powered automated MIS system with secured data pipelines
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COURSE 4
Generative Al, LLMs & Al Security Engineering (6 Months)

LLM foundations
RAG architecture
LoRA fine-tuning
Document Al
Image/video generation (Stable Diffusion)
Al agents
Cloud LLM deployment
Al Security Module:
o Prompt injection attacks
o Adversarial Al
o LLM security testing
o Secure RAG pipelines

Minor Projects (Any 2)
« Document Al extractor
e Secure chatbot for enterprise
« Prompt-injection defense test suite

Major Project
Enterprise GenAl Agent with Secure RAG
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COURSE 5
Full Stack Al Developer + Cybersecurity for Deployments (6 Months)

React / Node.js / Databases
Al model integration
CV/NLP APIs
Docker, Kubernetes
CI/CD pipelines
Cloud deployment
DevSecOps Module:

o Secure API design

o Container security

o Vulnerability scanning

Minor Projects (Any 2)

o Smart attendance system

« Inventory detection dashboard
e Secure Al API deployment

Major Project
Full-stack Al application with end-to-end secure deployment pipeline



